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X86 Assembly
Assemble instructions using Clang
Push Encoding

Walk through of Push Pop
Example in x86

Inspect memory



NOW LET’S START TALK ABOUT WRITING
ASSEMBLY FOR X86 PROCESSORS
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X86 REGISTERS

RAX

64 Bits
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X86 REGISTERS

64 Bits

RAX

EAX

32 Bits

The lowest 32 bits
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X86 REGISTERS

64 Bits

RAX

EAX

AX

16 bits

AX can future divided
into two registers

filli UNRERSITY | ENGINEERING




X86 REGISTERS

64 Bits
RAX EAX AH AL
AX
16 bits
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THERE ARE 16 REGISTER

RAX EAX AH AL
RBX EBX BH BL
RCX ECX CH CL
RSP ESP SP SPL

filli UNRERSITY | ENGINEERING




RSP

ESP

SP

SPL

Memory

Stack

T3S

0x0
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AT&T SYNTAX

pushg $42
$42 000000000000002A
b
q 1 w

constants start with S

s L broming

b “Byte”: 1 byte

w “Word”: 2 bytes

1 “Long”: 4 bytes

q “Quad”: 8 bytes
(4 words)

X86 will truncate in constant is
larger than the destination
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suffic | Meaning____
AT&T SY N TAX b “Byte”: 1 byte

w “Word”: 2 bytes
popg srax
1 “Long”: 4 bytes
registers start with % : “Quad”: 8 bytes
‘ b (4 words)
RAX EAX AH AL
W

filli UNRERSITY | ENGINEERING




ASSEMBLY IS MORE PRECISE
THAN C
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dggéb@portal@é:~/CS@1/Assemble/lab$ nano stackExamplePartl.sf



GNU nano 6.3 stackExamplePartl.s
globl main

# Push the value 4 onto the stack
pushq $4

# Push the value 5 onto the stack
pushq $5

# Read the first number from the stack
popq %rax

# Read the second number from the stack
popq %rbx

# Add the two numbers
addqg %rax, %rbx

# Push the result back onto the stack
pushq %rbx

[ Read 20 lines ]
¢ Help a0 Write Out A" Where Is iy Cut Al Execute )¢ Location
D4 Exit My Read File B\ Replace ¥ Paste 4N Justify Wl Go To Line




'dggbbPportal@6:~/CS@1/Assemble/lab$ clang —-c stackExamplePartl.s —-o stackExamplePartil.o
'dggbbPportal@6:~/CS@1/Assemble/lab$ 1s

debugExample.o registerExample.s stackExamplePartl.s

debugExample.s stackExamplePartl.o stackExamplePart2.s
dgg6b@portaleé:~/CS@1/Assemble/1lab$



'dggéb@portale2:~/CS01/Assemble/lab$ clang —-c stackExamplePartl.s -o stackExamplePartil.o
dggbb@portal@2:~/CS@1/Assemble/lab$ 1s

debugExample.o registerExample.s stackExamplePartl.s

debugExample.s stackExamplePartl.o stackExamplePart2.s
dggéb@portald2:~/CSO1/Assemble/lab$ objdump -D stackExamplePartl.o

stackExamplePartl.o: file format elfé64—-x86-64

Disassembly of section .text:

0000000000000000 <main>:

0: 6ba 04 push  $0x4
2: 6a 05 push  $0x5
4: 58 pop %rax
B 5b pop %rbx
6: 48 01 c3 add %rax,%rbx
9: 53 push  %rbx

dgg6b@portale2:~/CS@1/Assemble/1lab$ i



'dggbébPportale2:~/CS@1/Assemble/lab%$ clang stackExamplePartl.s -o finalprogram
'dggéb@portald2:~/CSA1/Assemble/lab$ 1s

debugExample.o | finalprogram stackExamplePartl.o stackExamplePart2.s
debugExample.s registerExample.s stackExamplePartl.s
dgg6b@portal@2:~/CS@1/Assemble/1lab$ [



'dggéb@portal@2:~/CS01/Assemble/lab$ clang stackExamplePartl.s -o finalprogram
'dggéb@portal@2:~/CS01/Assemble/lab$ 1s

debugExample.o finalprogram stackExamplePartl.o stackExamplePart2.s
debugExample.s registerExample.s stackExamplePartl.s
'dggbbPportal®2:~/CS01/Assemble/lab$ 11db finalprogram

(11db) target create "finalprogram"

Currentlexecutable set to '/u/dggé6b/CS@1/Assemble/lab/finalprogram' (x86_64).
(11db)



aggoblportalvZ:~/LoVl/Assemble/1laby Clang stTackKexamplerartl.S —O0 Tlnhalprogram
dggéb@portal@2:~/CS@1/Assemble/lab$ 1s

debugExample.o finalprogram stackExamplePartl.o stackExamplePart2.s
debugExample.s registerExample.s stackExamplePartl.s
dggéb@portal@2:~/CS@1/Assemble/lab$ 1ldb finalprogram

(11db) target create "finalprogram"

Current executable set to '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64).
(11db)| b main

Breakpoint 1: where = finalprogram main, address = 0x0000000000401108
(11db)



'dggbbPportald2:~/CS@1/Assemble/lab$ 11ldb finalprogram

(11db) target create "finalprogram"

Current executable set to '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64).
(11db) b main

Breakpoint 1: where = finalprogram main, address = 0x0000000000401108

[(11db) run

Process 3808778 launched: '/u/dggéb/CS01/Assemble/lab/finalprogram' (x86_64)
Process 3808778 stopped

% thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000PVVON401108 finalprogram main
finalprogram main:

—-> 0x401108 <+0>: pushg $0x4
0x40110a <+2>: pushg $0x5
0x40110c <+4>: popg  %rax
0x40110d <+5>: popg  %rbx

(11db) |



'dggbb@portal@2:~/CS01/Assemble/lab$ 11ldb finalprogram
(11db) target create "finalprogram"
Current executable set to '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64).

[((11db) b main
Breakpoint 1: where = finalprogram main, address = 0x0000000000401108

[(11db) run
Process 3808778 launched: '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64)
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x0000000000401108 finalprogram main
finalprogram ' main:
-> 0x401108 <+0>: pushq $0x4

0x40110a <+2>: pushg $0x5

0x40110c <+4>: popq %rax

0x40110d <+5>: popa  %rbx
(11db) register read $rsp

rsp = 0x00007fffffffe4c8

(11db) fi



'dggbb@portal@2:~/CS01/Assemble/lab$ 11ldb finalprogram
(11db) target create "finalprogram"
Current executable set to '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64).

[((11db) b main
Breakpoint 1: where = finalprogram main, address = 0x0000000000401108

[(11db) run
Process 3808778 launched: '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64)
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x0000000000401108 finalprogram main
finalprogram ' main:
-> 0x401108 <+0>: pushq $0x4

0x40110a <+2>: pushg $0x5

0x40110c <+4>: popq %rax

0x40110d <+5>: popqg  %rbx
(11db) register read $rsp

rsp = 0x00007fffffffe4c8

(11db) N



(11db) target create "finalprogram"

Current executable set to '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64).
(11db) b main

Breakpoint 1: where = finalprogram main, address = 0x0000000000401108

[(11db) run

Process 3808778 launched: '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64)
Process 3808778 stopped

* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x0000000000401108 finalprogram main
finalprogram main:

-> 0x401108 <+0>: pushq $0x4
Px40110a <+2>: pushg $0x5
0x40110c <+4>: popq  %rax
0x40110d <+5>: popg  %rbx
(11db) register read $rsp
rsp = 0x00007fffffffes4c8
(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110a finalprogram main + 2
finalprogram main:
-> 0x40110a <+2>: pushq $0x5
0x40110c <+4>: popg snrax
0x40110d <+5>: popq  %rbx
0x40110e <+6>: addqg %rax, %rbx
(11db) register read $rsp
rsp = 0x00007fffffffesco
(11db) f§



(11db) target create "finalprogram"

Current executable set to '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64).
(11db) b main

Breakpoint 1: where = finalprogram main, address = 0x0000000000401108

[(11db) run

Process 3808778 launched: '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64)
Process 3808778 stopped

* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x0000000000401108 finalprogram main
finalprogram main:

-> 0x401108 <+0>: pushq $0x4
Px40110a <+2>: pushg $0x5
0x40110c <+4>: popq  %rax
0x40110d <+5>: popg  %rbx
(11db) register read $rsp
rsp = 0x00007fffffffes4c8
[((11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110a finalprogram main + 2
finalprogram main:
-> 0@x40110a <+2>: pushq $0x5
0x40110c <+4>: popq  %rax
0x40110d <+5>: popq  %rbx
0x40110e <+6>: addqg %rax, %rbx
(11db) register read $rsp
rsp = 0x00007fffffffes4co
(11db) N



Breakpoint 1: where = finalprogram main, address = 0x0000000000401108
[(11db) run
Process 3808778 launched: '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64)
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x0000000000401108 finalprogram main
finalprogram main:
-> @x401108 <+0>: pushg $0x4

9x40110a <+2>: pushg $0x5

0x40110c <+4>: popq  %rax

0x40110d <+5>: popq  %rbx
(11db) register read $rsp

rsp = 0x00007fffffffe4c8

(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x000000000040110a finalprogram main + 2
finalprogram main:
-> 0@x40110a <+2>: pushq $0x5

0x40110c <+4>: popq  %rax

0x40110d <+5>: popq  %rbx

0x40110e <+6>: addq %rax, %rbx
(11db) register read $rsp

rsp = 0x00007fffffffe4co

(11db) me rea —-s8 —-fx —-c4 $rsp
Ox7fffffffe4cOd: Ox000000V000000004L Ox0VVO7ffff7da8d90
0x7ffff;ffe4d0: 0x0000000000000000 0x0000000000401108
(11db)



Breakpoint 1: where = finalprogram main, address = 0x0000000000401108
[(11db) run
Process 3808778 launched: '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64)
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x0000000000401108 finalprogram main
finalprogram main:
-> 0x401108 <+0>: pushg $0x4

9x40110a <+2>: pushg $0x5

0x40110c <+4>: popq  %rax

0x40110d <+5>: popq  %rbx
(11db) register read $rsp

rsp = 0x00007fffffffe4c8

(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x000000000040110a finalprogram main + 2
finalprogram main:
-> 0@x40110a <+2>: pushq $0x5

0x40110c <+4>: popq  %rax

0x40110d <+5>: popq  %rbx

0x40110e <+6>: addq %rax, %rbx
(11db) register read $rsp

rsp = 0x00007fffffffe4co

(11db) me rea —-s8 —-fx —-c4 $rsp
Ox7fffffffe4cOd: Ox0000000000000004L Ox00007ffff7da8d90
0x7ffff;ffe4d0: 0x0000000000000000 0x0000000000401108
(11db)



0x40110a <+2>: pushq $0x5
0x40110c <+4>: popq  %rax
0x40110d <+5>: popq %rbx
(11db) register read $rsp
rsp = 0x00007fffffffes4c8
[((11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110a finalprogram main + 2
finalprogram main:
-> 0@x40110a <+2>: pushg $0x5
0x40110c <+4>: popq %rax
0x40110d <+5>: popq %rbx
0x40110e <+6>: addq %rax, %rbx
(11db) register read $rsp
rsp = 0x00007fffffffe4co
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4cO: Ox0000000000000004 Ox000O7Tffff7da8d90
Ox7fffffffe4dd: O0x0000000000000000 0x0000000000401108
(1lldb) d
finalprogram main:
0x401108 <+0>: pushq $0x4
-> ©@x40110a <+2>: pushg $0x5
0x40110c <+4>: popq %rax
0x40110d <+5>: popq %rbx
0x40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushq %rbx
(11db) f



finalprogram main:
-> @x40110a <+2>: pushg $0x5
0x40110c <+4>: popq  %rax
0x40110d <+5>: popq  %rbx
0x40110e <+6>: addq %rax, %rbx
(11db) register read $rsp
rsp = 0x00007fffffffe4cO
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4cO: O0x0000000000000004 Ox000O7ffff7da8d90
Ox7fffffffe4dd: 0x0000000000000000 0x0000000000401108
((11db) d
finalprogram main:
0x401108 <+0>: pushq $0x4
-> @x40110a <+2>: pushg $0x5
0x40110c <+4>: popq  %rax
0x40110d <+5>: popq  %rbx
Ox40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushqg %rbx
(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110c finalprogram main + 4
finalprogram main:
->  0@x40110c <+4>: popq  %rax
0x40110d <+5>: popq  %rbx
Ox40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushq %rbx
(11db) |}



0x40110c <+4>: popq %rax
0x40110d <+5>: popq %rbx
Ox40110e <+6>: addq  %rax, %rbx
(11db) register read $rsp
rsp = 0x00007fffffffes4co
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4cod: 0x0000000000000004 Ox0000Q7ffff7da8d90
Ox7fffffffe4dd: 0x0000000000000000 Ox0000000000401108
((11db) d
finalprogram main:
0x401108 <+0>: pushqg $0x4
-> @x40110a <+2>: pushg $0x5
0x40110c <+4>: popq %rax
0x40110d <+5>: popq %rbx
0x40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushq %rbx
[((11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110c finalprogram main + 4
finalprogram main:
-> 0x40110c <+4>: popq %rax
0x40110d <+5>: popq  %rbx
0x40110e <+6>: addq  %rax, %rbx
0x401111 <+9>: pushg %rbx
(11db) register read $rsp
rsp = 0x00007fffffffe4b8
(11db) H



(11db) register read $rsp

rsp = 0x00007fffffffe4co
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4cO: Ox0000000000000004 Ox000O7ffff7da8d90
Ox7fffffffe4dd: Ox0000000000000000 Ox0000000000401108
((11db) d
finalprogram main:

0x401108 <+0>: pushq $0x4
—-> ©@x40110a <+2>: pushq $0x5

0x40110c <+4>: popq  %rax

0x40110d <+5>: popq  %rbx

0x40110e <+6>: addq %rax, %rbx

Ox401111 <+9>: pushg %rbx
(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x00000000P0R0V40110c finalprogram main + 4
finalprogram main:
-> 0x40110c <+4>: popq %rax

0x40110d <+5>: popq  %rbx

Ox40110e <+6>: addq %rax, %rbx

Ox401111 <+9>: pushg %rbx
(11db) register read $rsp

rsp = 0x00007fffffffe4b8

(11db) me rea -s8 —-fx —-c4 $rsp
Ox7fffffffe4b8: 0x0000000000000005 Ox0000000000000004L
0X7ffffiffe408: 0x00007ffff7da8d90 0x0000000000000000
(11db)




(11db) register read $rsp

rsp = 0x00007fffffffes4co
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4cOd: 0x0000000000000004 0Ox000O7ffff7da8d90
Ox7fffffffe4dd: Ox0000000000000000 0x0000000000401108
(11db) d
finalprogram main:

0x401108 <+0>: pushq $0x4
—-> ©@x40110a <+2>: pushq $0x5

0x40110c <+4>: popq  %rax

0x40110d <+5>: popq  %rbx

0x40110e <+6>: addq %rax, %rbx

Ox401111 <+9>: pushg %rbx
(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x00000000P0R0V40110c finalprogram main + 4
finalprogram main:
-> 0x40110c <+4>: popq %rax

0x40110d <+5>: popq  %rbx

Ox40110e <+6>: addq %rax, %rbx

Ox401111 <+9>: pushg %rbx
(11db) register read $rsp

rsp = 0x00007fffffffesb8

(11db) me rea -s8 —fx —c4 $rsp
Ox7fffffffe4b8: 0x0000000000000005 ©0x0000000000000004
ex7ffffiffe408: 0x0000/TTfT7da8d90 ©x0000000000000000
(11db)




(11db) register read $rsp

rsp = 0x00007fffffffe4co
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4cO: Ox0000000000000004 Ox000O7ffff7da8d90
Ox7fffffffe4dd: Ox0000000000000000 Ox0000000000401108
((11db) d
finalprogram main:

0x401108 <+0>: pushq $0x4
—-> ©@x40110a <+2>: pushq $0x5

0x40110c <+4>: popq  %rax

0x40110d <+5>: popq  %rbx

0x40110e <+6>: addq %rax, %rbx

Ox401111 <+9>: pushg %rbx
(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x00000000P0R0V40110c finalprogram main + 4
finalprogram main:
-> 0x40110c <+4>: popq %rax

0x40110d <+5>: popq  %rbx

Ox40110e <+6>: addq %rax, %rbx

Ox401111 <+9>: pushg %rbx
(11db) register read $rsp

rsp = 0x00007fffffffe4b8

(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4b8: 0x0000000000000005 Ox0000000000000004L
0X7ffffiffe408: 0x00007ffff7da8d90 0x0000000000000000
(11db)




(11db) register read $rsp

rsp = 0x00007fffffffe4co
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4cd: O0x0000000000000004 Ox000O7fffT7da8d90
Ox7fffffffe4dd: Ox0000000000000000 Ox00PPVPVVVV401108
(11db) d
finalprogram main:

0x401108 <+0>: pushq $0x4
—-> ©@x40110a <+2>: pushq $0x5

0x40110c <+4>: popq  %rax

0x40110d <+5>: popq  %rbx

0x40110e <+6>: addq %rax, %rbx

Ox401111 <+9>: pushg %rbx
(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x00000000P0R0V40110c finalprogram main + 4
finalprogram main:
-> 0x40110c <+4>: popq %rax

0x40110d <+5>: popq  %rbx

Ox40110e <+6>: addq %rax, %rbx

Ox401111 <+9>: pushg %rbx
(11db) register read $rsp

rsp = 0x00007fffffffe4b8

(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4b8: O0x0000000000000005 Ox00000VOVOOOOOROL
0X7ffffiffe408: 0x00007ffff7da8d90 0x0000000000000000
(11db)




0x40110c <+4>: popq  %rax
0x40110d <+5>: popq  %rbx
0x40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushg %rbx
[((11db) stepi
Process 3808778 stopped
% thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110c finalprogram main + 4
finalprogram main:
-> 0x40110c <+4>: popq %rax
OX40110d <+5>7 popq  »IbX
0x40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushqg %rbx
(11db) register read $rsp
rsp = 0x00007fffffffe4b8
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4b8: 0x0000000000000005 Ox000000000VVVVV0L
Ox7fffffffe4c8: 0x00007Fffff7da8d90 0x0000000000000000
(11db) stepi
Process 3808/78 stopped
% thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110d finalprogram main + 5
finalprogram main:
-> 0x40110d <+5>: popg %rbx
0x40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushqg %rbx
0x401112: addb %al, (%rax)
(11db) |}



Ox40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushq %rbx

(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x000000000040110c finalprogram main + 4
finalprogram main:
-> 0x40110c <+4>: popg  %rax

0x40110d <+5>: popq  %rbx

0x40110e <+6>: addq %rax, %rbx

0x401111 <+9>: pushqg %rbx
(11db) register read $rsp

rsp = 0x00007fffffffes4b8
(11db) me rea -s8 —=fx —c4 $rsp
Ox7fffffffe4b8:| 0x0000000000000005 0x0000000000000004
Ox7fffffffe4c8: 0x00007Fffff7da8d90 ©x0000000000000000
[((11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =

frame #0: 0x0000000OLLRO40110d finalprogram main + 5
finalprogram main:
-> 0x40110d <+5>: popg %rbx

0x40110e <+6>: addq %rax, %rbx

Ox401111 <+9>: pushg %rbx

0x401112: addb  %al, (%rax)
(11db) register read $rax

rax = 0x0000000000000005

(11db) N




[((11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x0000000P0PR0V4O110c finalprogram main + 4
finalprogram main:
-> 0x40110c <+4>: popq %rax
0x40110d <+5>: popqg  %rbx
Ox40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pusha %rbx
(11db) register read $rsp
rsp = 0x00007fffffffe4b8
(1L1ldb) me rea —-s8 —TX —C4& JPIrsp
Ox7fffffffe4b8: 0x0000000000000005 Ox000000000VV0VV04L
Ox7fffffffe4c8: 0x00007ffff7da8d90 ©x0000000000000000
[(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110d finalprogram main + 5
finalprogram ' main:
—> 0x40110d <+5>: popg %rbx
Ox40110e <+6>: addq %rax, %rbx
Ox401111 <+9>: pushg %rbx
9x401112: addb  %al, (%rax)
(11db) register read $rax
rax = 0x0000000000000005
(11db) register read $rsp
rsp = 0x00007fffffffesco

(1ldb) R




frame #0: 0x000000000040110c finalprogram main + 4
finalprogram main:
-> 0x40110c <+4>: popq %rax
0x40110d <+5>: popq  %rbx
0x40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushg %rbx
(11db) register read $rsp
rsp = 0x00007fffffffesb8
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4b8: 0x0000000000000005 0x0000000000000004
Ox7fffffffe4c8: 0x00007ffff7da8d90 0x0000000000000000
(11db) stepi
Process 3808778 stopped
% thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000P0V40110d finalprogram main + 5
finalprogram main:
-> 0x40110d <+5>: popgq %rbx
0x40110e <+6>: addq  %rax, %rbx
0x401111 <+9>: pushg %rbx
0x401112: addb %al, (%rax)
(11db) register read $rax
rax = 0x0000000000000005
(11db) register read $rsp
rsp = 0x00007fffffffe4co
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4cd: O0x0000000000000004 Ox000O7fffT7da8d90
0x7ffffiffe4d0: 0x000000000000000V0 0x0000000000401108
(11db)



0x40110d <+5>: popq  %rbx
0x40110e <+6>: addq  %rax, %rbx
0x401111 <+9>: pushg %rbx
11db) register read $rsp
rsp = 0x00007fffffffe4b8
11db) me rea -s8 -fx —-c4 $rsp
IX7FFfffffe4b8: 0x0000000000000005 Ox0000000000000004
IX7fffffffe4c8: 0x00007ffff7da8d90 0x0000000000000000
11db) stepi
’rocess 3808778 stopped
< thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110d finalprogram main + 5
‘inalprogram main:
->  0x40110d <+5>: popq  %rbx
0x40110e <+6>: addq  %rax, %rbx
0x401111 <+9>: pushg %rbx
0x401112: addb %al, (%rax)
11db) register read $rax
rax = 0x0000000000000005
11db) register read $rsp
rsp = O0x00007fffffffe4co
11db) me rea -s8 -fx -c4 $rsp

IX7fffffffe4cd: 0x0000000000000004 Ox00007ffff7da8d90
\wZfffffffe4idd: OxDN000NRR000AAA00 AyA0000A00004A1108

11db) me rea -s8 -fx -c4 $rsp-8

)X7fffffffe4b8: 0x0000000000000005 Ox0000000000000004
5x7ffff;ffe4c8: 0x00007ffff7da8d90 0x0000000000000000
'11db)



finalprogram main:
-> 0x40110d <+5>: popg %rbx
0x40110e <+6>: addg  %rax, %rbx
0x401111 <+9>: pushqg %rbx
0x401112: addb  %al, (%rax)
(11db) register read S$rax
rax = 0x0000000000000005
(11db) register read S$rsp
rsp = 0x00007fffffffe4co
(11db) me rea -s8 -fx —-c4 $rsp
ox7fffffffe4cO: Ox0000000000000004 Ox0VRO7ffff7da8d90
Ox7fffffffe4dd: 0x0000000000000000 0x0000000000401108
(11db) me rea -s8 -fx —-c4 $rsp-8
Ox7fffffffe4b8: 0x0000000000000005 0x0000000000000004
ox7fffffffesc8: Ox000Q7ffff7da8d90 Ox0000000000000000
(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110e finalprogram main + 6
finalprogram main:
-> 0x40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushg %rbx
0x401112: addb %al, (%rax)
finalprogram _fini:
0x401114 <+0>: endbrés
(11db) register read $rbx
rbx = 0x0000000000000004
(11db) H




rsp = 0x00007fffffffes4co
(11db) me rea -s8 -fx —-c4 $rsp
Ox7fffffffe4cOd: 0x0000000000000004 0©x00007ffff7da8d90
Ox7fffffffe4dd: 0x0000000000000000 0x0000000000401108
(11db) me rea -s8 -fx —-c4 $rsp-8
Ox7fffffffe4b8: 0x0000000000000005 Ox0000000000000004L
Ox7fffffffe4c8: Ox00007Fffff7da8d90 ©x0000000000000000
((11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000000040110e finalprogram main + 6
finalprogram ' main:
-> 0@x40110e <+6>: addq %rax, %rbx
Ox401111 <+9>: pushg %rbx
9x401112: addb  %al, (%rax)
finalprogram _fini:
0x401114 <+0>: endbré4
(11db) register read $rbx
rbx = 0x0000000000000004
(11db) d
finalprogram main:
0x401108 <+@>: pushq $0x4
0x40110a <+2>: pushg $0x5
0x40110c <+4>: popq  %rax
0x40110d <+5>: popa  %rbx
-> 0x40110e <+6>: addq %rax, %rbx
Ox401111 <+9>: pushg %rbx
(11db) Ji




Ox7fffffffe4dd: 0x0000000000000000 0x0000000000401108
(11db) me rea -s8 -fx —-c4 $rsp-8
Ox7fffffffe4b8: 0x0000000000000005 Ox0000000000000004
Ox7fffffffe4c8: 0x00007Fffff7da8d90 0x0000000000000000
(11db) stepi
Process 3808778 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x00000000P0VO40110e finalprogram main + 6
finalprogram ' main:
-> 0x40110e <+6>: addq %rax, %rbx
0x401111 <+9>: pushqg %rbx
9x401112: addb %al, (%rax)
finalprogram _fini:
0x401114 <+0>: endbré4
(11db) register read $rbx
rbx = 0x0000000000000004
(11db) d
finalprogram main:
0x401108 <+0>: pushq $0x4
0x40110a <+2>: pushg $0x5
0x40110c <+4>: popq  %rax
0x40110d <+5>: popq  %rbx
-> 0x40110e <+6>: addq %rax, %rbx
Ox401111 <+9>: pushg %rbx
(Lldb) register read $rax $rbx
rax = 0x0000000000000005
rbx = 0x0000000000000004
(11db) B




0x401114 <+0>: endbrés
(11db) register read $rbx
rbx = 0x0000000000000004
(11db) d
finalprogram main:
0x401108 <+0>: pushq $0x4
0x40110a <+2>: pushqg $0x5
0x40110c <+4>: popq %rax
0x40110d <+5>: popq  %rbx
-> 0@x40110e <+6>: addq %rax,| %rbx
0x401111 <+9>: pushg %rbx
(11db) register read $rax $rbx
rax = 0x0000000000000005
rbx = 0x0000000000000004
[((11db) stepi
Process 3808778 stopped
% thread #1, name = 'finalprogram', stop reason =
frame #0: 0x000000ORRO401111 finalprogram main + 9
finalprogram main:
->  0@x401111 <+9>: pushqg %rbx
0x401112: addb  %al, (%rax)
finalprogram _fini:
0x401114 <+0>: endbrés
0x401118 <+4>: suba  $0x8, %rsp
(11db) register read $rax $rbx
rax = 9x0000000000000005
rbx = 0x0000000000000009

(IIdb) W



0x401112: addb %al, (%rax)
‘inalprogram’ _fini:

0x401114 <+0>: endbrés

0x401118 <+4>: subq  $0x8, %rsp
11db) register read $rax $rbx

rax = 0x0000000000000005
rbx = 0x0000000000000009
11db) d

‘inalprogram main:
0x401108 <+0>: pushq $0x4
0x40110a <+2>: pushqg $0x5
0x40110c <+4>: popg  %rax
0x40110d <+5>: popg  %rbx
0x40110e <+6>: addg %rax, %rbx
> Ox401111 <+9>: pushg %rbx
11db) stepi
rocess 3808778 stopped
. thread #1, name = 'finalprogram', stop reason =
frame #0: 0x0000000000401112 finalprogram
0x401112: addb  %al, (%rax)
‘inalprogram _fini:
0x401114 <+0>: endbré4
0x401118 <+4>: subq  $0x8, %rsp
0x40111c <+8>: addq $0x8, %rsp
11db) me rea —-s8 —-fx —c4 $rsp
IX7Fffffffe4cOd: Ox0000000000000009 Ox000O7ffff7da8d90
|x7ffff;ffe4d6: 0x0000000000000000 Ox00000000V00401108
11db)



NOW LET’S DO THAT AGAIN WITH THE GUI

YOU CAN MOVE BACK AN FORTH IF YOU WANT
TO INSPECT MEMORY

filli UNRERSITY | ENGINEERING




'dggbb@portal@2:~/CS01/Assemble/lab$ 11ldb finalprogram
(11db) target create "finalprogram"
Current executable set to '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64).

(11db) b main
Breakpoint 1: where = finalprogram main, address = 0x0000000000401108

(11db) run
Process 3839550 launched: '/u/dggéb/CS@1/Assemble/lab/finalprogram' (x86_64)
Process 3839550 stopped
* thread #1, name = 'finalprogram', stop reason =
frame #0: 0x0000000000401108 finalprogram main
finalprogram ' main:
-> 0x401108 <+0>: pushq $0x4
0x40110a <+2>: pushg $0x5
0x40110c <+4>: popq %rax
0x40110d <+5>: popqg  %rbx
(11db) guill



| LLDB (F1) | Target (F2) | Process (F3) | Thread (F4) | View (F5) | Help (Fé6)
LT PRSP PSP PP PSP PP P PP PSSP PP S P PRSP P P P PSS P T s P P PP PSP PSPl <Threads>—>>>>>>-
finalprogram main e —process 3839550
0x0000000000401108 $0x4 <<< Thread 1: breakpoint 1.1 —e—thread #1: ti
0x000000000040110a $0x5 frame #0: mai
0x000000000040110cC %rax frame #1: __1
0x000000000040110d %rbx frame #2: __1
0x000000000040110e %rax, %rbx frame #3: _st
0x0000000000401111 %rbx

——<Variables>—>>>>>>>55555555555555555555555 5555555505055 555555555555555555>>

Process: 3839550 stopped Thread: 3839550 Frame: 0 PC = 0x0000000000401108




(F3) Thread (F4) | View (F5) | Help

LLDB (F1) Target (F2) Process

PP PP PP PP PP PP PP P

——<SOUTCES>—>>>>>>>>>>>>>>>3335555555555555555>>>>>>>>
finalprogram main

0x0000000000401108 JRZIIIE]qle! $0x4 <K< T Registers i
0x000000000040110a pushq $0x5 Source
0x000000000040110cC popq %rax Variables
0x000000000040110d popq %rbx Breakpoints

0x000000000040110e addq %rax, %rbx
0x0000000000401111 pushqg %rbx

——<Variables>—>>5>>5>5>5555555555555 555555555555 5555555555555505055 5555555555

Process: 3839550 stopped

<Threads>—>>>>>>-

e process 3839550
L e—thread #1: ti

frame #0:
frame #1:
frame #2:
frame #3:

mai
1

1

_st

Thread: 3839550 Frame: 0 PC = 0x0000000000401108




| LLDB (F1) | Target

<SOUTCEeS>—>>533535355353553555535555355 5555555555555 55 5555555555555 5555555 > Iemmkd IV -E[ FPap PSP >

finalprogram main

0x0000000000401108
0x000000000040110a
0x000000000040110cC
0x000000000040110d
0x000000000040110e
0x0000000000401111

11111111111111111111111111111171171171171111111711211311717171171717127231232327127272777771 [ e B e B e B e B B B B B B B B
—<Registers>>>>>>>>>>>>>>>>>>>>>>>>>> —<Breakpoints>——

Process: 3839550

——<Variables>—>>>>>>>5>>5555555555>55>

(F2) | Process (F3) | Thread (F4) | View (F5) | Help (Fé6)

$0x5
%rax
%rbx
%rax, %rbx
%rbx

e General Purpose Registers
¢ Floating Point Registers
e—Advanced Vector Extensions

stopped Thread: 3839550 Frame:

$0x4 <<< Thread 1: breakpoint 1.1JJ| e thread #1: ti

0

e process 3839550

frame #0: mai
frame #1: 1

frame #2: 1

frame #3: _st

¢ Breakpoints
—e—1: name = 'ma

PC = 0x0000000000401108




LLDB (F1) Target (F2) Process (F3) Thread (F4) View (F5) Help (Fé6)

——<SOUTCES>—>>D5D55D55D5355555555555555 55555550555 55555 5555555555555 5555555> > ——<Threads>—>>>>>>
finalprogram main e—process 3839550
0x0000000000401108 [RZIVEL ][] $0x4 <<< Thread 1: breakpoint 1.1 e—thread #1: ti
0x000000000040110a pushq $0x5 frame #0: mai
0x000000000040110cC popq %rax frame #1: __1
0x000000000040110d popq %rbx frame #2: __1
0x000000000040110e =Yo [o[o| %rax, %rbx frame #3: _st
0x0000000000401111 pushq %rbx

5555555555555 555 5555555555555 5555555555555 5555555555555 5555555555555 55555 > > iiiiiiiiiiiiiiiii-
—<Variables>—>>>>>>>>>5>>5555555>55>> <Registers>—>>>>>>>>>>>>>>>>>>>>>>>> [ i =L L Lol Nk f-P oy
Y mGeneral Purpose i ¢ Breakpoints
(unsigned 1long)
(unsigned long)

0x00000000004)l —e—1: name = 'ma
0x00000000000
(unsigned 1long) 0x00000000004
(unsigned long) 0x00007ffffff
(unsigned long) 0x00000000000
PP P PP PP PP PP P P PP PP PP P P P P P P P PP P SSSSSSSSSSSSSSSSSSSSSSSS555SSSSSSSSSS- g -

Process: 3839550 stopped Thread: 3839550 Frame: 0 PC = 0x0000000000401108




LLDB (F1)

Target (F2) Process (F3) Thread (F4) View (F5) Help (F6)
——<SOUTCES>>>>>>DDD5>>335O3555555O0555555500555 5550055555305 5555555555>>>>>
finalpro —<Help>—>>>>>>>>>>>>>>5>333555555335555553O355555555555555555>>>>
0x000000

return - Run to selected line with one shot breakpoint
up - Select previous source line
down - Select next source line
left - Scroll to the left
right - Scroll to the right
page—-up — Page up
page-down - Page down
b - Set breakpoint on selected source/disassembly line
c - Continue process
D - Detach with process suspended
h — Show help dialog
n — Step over (source line)
N — Step over (single instruction)

[Use arrows to scroll, any other key to exit]

——<Variables>—>>>>>>>553>>555555>555>>

——<Registers>—>>>>>>>>>>>>>>>>>>>>>>>>
¢ General Purpose Registers
(unsigned long) rax = 0x00000000004
(unsigned long) rbx = 0x00000000000
(unsigned long) rcx = 9x00000000004
(unsigned long) rdx = 0x00007ffffff
(unsigned long) rdi = 0x00000000000

TODIDODDDIDIDDDIDIDIDIIDDIDIDIIDIIDIIIIIDIIDII>>>"

—<Threads>—>>>>>>
e process 3839550
L e—thread #1: ti

frame #0: mai
frame #1: __1

frame #2: __1
frame #3: _st

—iiiiiiidddiiiiiidii-

—<Breakpoints>—
¢ Breakpoints
L-e—1: name = 'ma

Thread: 3839550

Process: 3839550 stopped Frame: 0

PC = 0x0000000000401108




LLDB (F1) Target (F2) Process (F3) Thread (F4) View (F5) Help (Fé6)
——<SOUTCES>—>>>>5>D5>055055055D5OD5OD5ODOODOODSODSIISIDOIDOIISIDSIIOIISIISIISIISIIOIISOISIIS>D>>>>
finalprogram main
0x0000000000401108
0x000000000040110a

epushq $0x4
pushq $0x5

<<< Thread 1: breakpoint 1.1

0x000000000040110cC popq %rax
0x000000000040110d popq %rbx
0x000000000040110e addq %rax, %rbx

0x0000000000401111 pushq %rbx

Ls555555555555555555 5555555555555 5555555 5555555555555 555 5555555555555 555 5555555555555 5555555555 5>
——<Variables>—>>>>>>>55>555555555555555555555>55> > <Registers>—>55>>55555555555555555555555555555>
YGeneral Purpose Registers

—(unsigned
—(unsigned
—(unsigned
—(unsigned

0x0000000000401108
0x0000000000000000
0x0000000000403e58
0x00007fffffffebe8
0x0000000000000001
0x00007fffffffebd8
0x0000000000000001
0x00007fffffffe4c8

—(unsigned
—(unsigned
—(unsigned
—(unsigned

D333 333333333333333333333333333333335353555>

—<Threads>—>>>>>>>>>>>>-
e—process 3860611
Le—thread #1: tid = 0ox

frame #0: main
frame #1: __libc_st

frame #2: __libc_st
frame #3: _start +

—<Breakpoints>—>>>>>>>>
e—Breakpoints
Le—1: name = 'main’

—=OOOD333333335355555555>



| LLDB (F1) | Target (F2) | Process (F3) | Thread (F4) | View (F5) | Help (Fé6) |
LT oL P P P P P P P P P PP P T PP P P P P P PP PP P S T L P PP PP PP < Threads>—>>>>>>>>>>>>-
finalprogram main e—process 3860611
0x0000000000401108 $0x4 Le—thread #1: tid = 0x
0x00000000VV40110a $0x5 <<< Thread 1: instruction step over frame #@: main + 2
0x000000000040110cC %rax frame #1: __libc_st
0x000000000040110d %rbx frame #2: __libc_st
0x000000000040110e %rax, %rbx frame #3: _start +
0x0000000000401111 %rbx

DODDODIDDDDDODIDIDIDDIDIDIIDIIDIIDIIDIIDIIDIIDIIDIIDIIDIDIIDIDIIDIIDIIIIIDIDIDDIDDIIDIIDIIDIIIIDIIDIIIIDIIDIDIDIIID>II>IO>I>>>>>> b -

——<Variables>—>>>>>>5>>5>>5>5555555555555555555555 > ——<Registers>—>>>>5>>>5555555555555555555555555>> —<Breakpoints>—>>>>>>>>-
e—General Purpose Registers e Breakpoints
—(unsigned long) rax = 0x0000000000401108 L e—1: name = 'main’
—(unsigned long) rbx = 9x0000000000000000
—(unsigned long) rcx = 0x00000000V0403e58
—(unsigned long) rdx = 0x00007fffffffeb5e8
—(unsigned long) rdi = 0x0000000000000001
—(unsigned long) rsi = 0x00007fffffffe5d8
—(unsigned long) rbp = 0x0000000000000001
—(unsigned long) rsp =

EOOODDSSOODIISOIDISISIIIISISIIIISOIIISSOII>S>S>>>>>> L-55555555555555SSS5SSSSSSSSSSSSSSSSSSSSSSSSSSSSST —SSSSSSSSSSSSSSSSSSSSSSS-
000000




| LLDB (F1) | Target (F2) | Process (F3) | Thread (F4) | View (F5) | Help (F6) |
<SOUYCes>—>>>>5>5>355555555555555555 5555555555555 55555 5555555555555 555555555555 555555 555555555555 >

finalprogram main

0x0000000000401108 $0x4
0x000000000040110a $0x5
0x000000000040110cC %rax
0x000000000040110d %rbx
0x000000000040110¢e %rax, %rbx
0x0000000000401111 %rbx

<<< Thread 1: instruction step over

b ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd

——<Variables>—>>>>>>>>5>55555555555555555555>>55>

—OODOD3333333333333333 3333333333333 333333355555>-

——<Registers>—>>>>>>>>5>555555555555555555555>5>5>5>
e—General Purpose Registers

—(unsigned long) rax = 0x0000000000401108
—(unsigned long) rbx = 0x0000000000000000
—(unsigned long) rcx = 0x0000000000403e58
—(unsigned long) rdx = @x00007fffffffe5e8
—(unsigned long) rdi = 9x0000000000000001
—(unsigned long) rsi = @x000Q7fffffffe5d8
—(unsigned long) rbp = 9x0000000000000001
—(unsigned long) rsp =

—<Threads>—>>>>>>>>>>>>

e—process 3860611

Le—thread #1: tid = 0x
frame #0: main + 4
frame #1: __libc_st
frame #2: __libc_st
frame #3: _start +

—<Breakpoints>—>>>>>>>>-
e—Breakpoints
Le-1: name = 'main’

—SSSSSSSSSSS55555SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSS
000000000

—SSSSSSSSSSSSSSSSSSSSSSS-



| LLDB (F1) | Target (F2) | Process (F3) | Thread (F4) | View (F5) | Help (Fé6) |
<SOUXCEes>—>>>555555555555555555555 5555555555555 555 5555555555555 5555555 5555555555555 5555555555>

finalprogram main

0x0000000000401108 $Ox4
0x000000000V40110a $0x5
0x000000000040110cC %rax
0x000000000040110d %rbx
0x000000000040110e %rax, %rbx
0x0000000000401111 %rbx

<<< Thread 1: instruction step over

DODDODDDDDIDDIDDIDDIIDIIDIIDIIDIIDIIDIIDIIDIDIDIIDIIDIDIIDIDIIDIIDIDIIDIDIDIDIIDIIDIIDIIDIIDIDIDIIDIDIDIIDIIDIIDIIDIDIIDIDIIDIIIIII>II>ID>D

——<Variables>—>>>>>>5>>>555555555555555555555555>

D333 33333535 3353333333333 33333333333335555>-

——<Registers>—>>>>>>>>>55555555555555555555555> >
e—General Purpose Registers

—(unsigned long) rax =

—(unsigned long) rbx = 9x0000000000000000
—(unsigned long) rcx = 0x00000000V0403e58
—(unsigned long) rdx = 0x00007fffffffeb5e8
—(unsigned long) rdi = 0x0000000000000001
—(unsigned long) rsi = 0x00007fffffffe5d8
—(unsigned long) rbp = 0x0000000000000001
—(unsigned long) rsp =

—SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSS-
000000

——<Threads>—>>>>>>>>>>>>
e—process 3860611
Le—thread #1: tid = 0x

frame #0: main + 5
frame #1: __libc_st
frame #2: __libc_st
frame #3: _start +

—<Breakpoints>—>>>>>>>>-
e Breakpoints
L e-1: name = 'main’

—SSSSSSSSSSSSSSSSSSSSSSS-




| LLDB (F1) | Target (F2) | Process (F3) | Thread (F4) | View (F5) | Help (F6) |
<SoUTCEeS>—>>>>35555555555555555555555 55555555555 55555 55555555555 55555 55555555555 555555555555555>

finalprogram main

0x0000000000401108 $0Ox4
0x000000000040110a $0x5
0x000000000040110cC %rax
0x000000000040110d %rbx
0x000000000040110e %rax, %rbx
0x0000000000401111 %rbx

<<< Thread 1: instruction step over

DODDIDODIDODIIDIIDIDIDIDIDIIDIDIDIDIDIIDIIDIIDIDIDIDIDIIDIDIDIIDIDIDIIDIDIDIIDIIDIIDIDIDIDIDIDIDIDIDIDIDIDIDIIDIIDIDIIDIDIDIIDIDIDDIDIIIDIDIIDIIIIDIO>ID>D

——<Variables>—>>>>>>5>55555555555555555555555 555>

D333 333333333333333333333333333333335353555>

——<Registers>—>>>>5>5>5>55555555555555555555555 555>
e—General Purpose Registers

—(unsigned long) rax = 9x0000000000000005
—(unsigned long) rbx =

—(unsigned long) rcx = 0x0000000000403e58
—(unsigned long) rdx = 0x00007fffffffe5e8
—(unsigned long) rdi = 0x0000000000000001
—(unsigned long) rsi = @x@0RR7fffffffe5d8
—(unsigned long) rbp = 0x0000000000000001
—(unsigned long) rsp =

—<Threads>—>>>>>>>>>>>>-

e—process 3860611

Le—thread #1: tid = 0x
frame #@: main + 6
frame #1: __libc_st

frame #2: __libc_st
frame #3: _start +

—<Breakpoints>—>>>>>>>>
e—Breakpoints
Le—1: name = 'main’

—SSSSSS5SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSS-
0000000000

—SSSSSSSSSSSSSSSSSSSSSSS-



| LLDB (F1) | Target (F2) | Process (F3) | Thread (F4) | View (F5) | Help (F6) |
<SoUTCEeS>—>>>>35555555555555555555555 55555555555 55555 55555555555 55555 55555555555 555555555555555>

finalprogram main

0x0000000000401108 $0Ox4
0x000000000040110a $0x5
0x000000000040110cC %rax
0x000000000040110d %rbx
0x000000000040110e %rax, %rbx
0x0000000000401111 %rbx

<<< Thread 1: instruction step over

DODDIDODIDODIIDIIDIDIDIDIDIIDIDIDIDIDIIDIIDIIDIDIDIDIDIIDIDIDIIDIDIDIIDIDIDIIDIIDIIDIDIDIDIDIDIDIDIDIDIDIDIDIIDIIDIDIIDIDIDIIDIDIDDIDIIIDIDIIDIIIIDIO>ID>D

——<Variables>—>>>>>>5>55555555555555555555555 555>

D333 333333333333333333333333333333335353555>

——<Registers>—>>>>5>5>5>55555555555555555555555 555>
e—General Purpose Registers

—(unsigned long) rax = 9x0000000000000005
—(unsigned long) rbx =

—(unsigned long) rcx = 0x0000000000403e58
—(unsigned long) rdx = 0x00007fffffffe5e8
—(unsigned long) rdi = 0x0000000000000001
—(unsigned long) rsi = @x@0RR7fffffffe5d8
—(unsigned long) rbp = 0x0000000000000001
—(unsigned long) rsp = 0x00007fffffffe4c8

—<Threads>—>>>>>>>>>>>>-

e—process 3860611

Le—thread #1: tid = 0x
frame #@: main + 9
frame #1: __libc_st

frame #2: __libc_st
frame #3: _start +

—<Breakpoints>—>>>>>>>>
e—Breakpoints
Le—1: name = 'main’

—SSSSSS5SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSS-

—SSSSSSSSSSSSSSSSSSSSSSS-




| LLDB (F1) | Target (F2) | Process (F3) | Thread (F4) | View (F5) | Help (Fé6) |
<SoUTCEes>—>>>>>555555555555555555 5555555555555 555 5555555555555 55555555555 555555 55555555555 55555>
finalprogram
0x0000000000401108 |ENIE]ylel $0x4
0x000000000040110a | pushqg $0x5
0x000000000040110cC popq %rax
0x000000000040110d | popq %rbx
0x000000000040110e | addq %rax, %rbx

0x0000000000401111

P T P P P PP PP PP
——<Variables>—>>>>>>>>>>>>>5555555555555555>>55> 1 ——<Registers>—>>>>>555555555555555555555555>>>> >
e—General Purpose Registers
e—Floating Point Registers
e—Advanced Vector Extensions

5555555555555 555 5555555555555 5555555555 L -555555555555555555SS5SSSSSSSSSSSSSSSSSSSSSSSSSS-
> 000000

——<Threads>—>>>>>>>>>>>>

e—process 3860611

L e—thread #1: tid = @x
L-frame #0:

—<Breakpoints>—>>>>>>>>-
e Breakpoints
L e-1: name = 'main’

—SSSSSSSSSSSSSSSSSSSSSSS-




NEXT TIME

* () srepresent value in memory

Srbx —— rbx 000000000000FF

($rbx)———— > x0FF

filli UNRERSITY | ENGINEERING




COMPUTED ADDRESS

Base + (Index * Scale) + Displacement

disp(base, index, scale)

filli UNRERSITY | ENGINEERING




AT&T Syntax Pseudo code

100(%rbx, %rcx, 4) memory [rbx+rcx*4 + 100]
100 (Srbx) memory [rbx + 100]

100 (%rbx, 8) memory[rbx * 8 + 100]
100 (, $rbx, 8) memory[rbx * 8 + 100]
100 (%$rbx, $rcx ) memory [rbx+rcx+100]

100 memory [100]

filli UNRERSITY | ENGINEERING




COMPUTED ADDRESSES

AT&T syntax:
movqg $42, |10 (%rbx, $rcx, 4)

¥

robx+ (rcx*4)+10 —

S42 = 0x2A

e

rbx 00000000000001 | ——>142*4+10 =19

?

rcx 00000000000002
0x13

19 = 0x13

filli UNRERSITY | ENGINEERING




fiil URNVERSITY | pNGINEERING
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